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Terms and Privacy Policy
1. This service abides by the Portuguese Data Protection Law.
2. No user data will be disclosed to third parties, except when explicitly demanded by the portuguese
authorities for criminal and legal purposes as provided by the Portuguese Law. In that case, the
information will be supplied to the proper and authorized entities with no need to inform the user.
3. The user is required to provide email, password and the necessary credentials to access data held by the
user on an external third party database. No further information is required.
4. The access to user data on a third party database is made under the user’s informed consent and in the
righteous and strict observance of the rules and protocols defined by the owner of that database. Any
update operation on such database requires the user’s knowledge and has to be triggered by an explicit
order on the website.
5. Some features (such as reversibility) require the temporary storing of information from third party
databases on the service's own database. However, this information remains just as long as it is needed
and will not be disclosed in any circumstance.
6. Passwords and access credentials to third party databases are stored in hashed or encrypted form. The
user password is known to none else than the user. Access credentials to third party databases are
secured by encryption.
7. A user has no means of knowing emails from other users.
8. The user email may be used by this service for contact on any matter strictly related to the service itself.
The user will not be contacted for advertisement, publicity or any other purpose extraneous to the
service or website.
9. This service cannot be held responsible for any loss of privacy or for any data violation resulting from
error or malfunction in hardware or software from third parties.
10. Though security is a major concern and it is enforced as far as possible, no system is absolutely immune
to intrusion attempts. Thus, this service cannot be held responsible for any loss of privacy or for any
data violation resulting from malicious and intentional attacks on its security.
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11. This service cannot be held responsible for any loss of privacy or for any data violation resulting from
error or malfunction in hardware or software on the user’s side.
12. The user will not engage in intrusion attempts, attacks against the system or in any other form of abusive
behavior. Any behavior contrary to the Portuguese laws or in disrespect to the moral and ethical
standards of the Portuguese society is deemed as abusive.
13. The service administration reserves the right to ban abusive users with no prior warning and without
their knowledge.
14. Cookies are used for improving functionality and performance. They include data about the IP address,
the browser and also some additional data for session management purposes. They do not contain
personal data or critical security codes. Cookies may be disabled by user, but this will affect or limit
several features of the service as well as the user’s experience on the website.
15. For any matter concerning privacy, the user may contact this service through a contact form that is
available on the website.
16. This document may be revised, edited and updated at any time without previous warning.
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